Kak 3alllUTUTHCA OT MOINCHHHUKOB: IIPOCTHIC MPpaBHJIa

PacrmipocTpanenHsIif crmocod AeiCTBHH MOIIEHHHKOB: OHHM OOMaHHBIM IIyTeM
NOJIy4aloT JaHHbIe JUI TOCTYTIa K IMYHBIM KaOMHETaM U NpUIokeHusM. Mcrnions3ys
HEWPOTEXHOJIOTHUH, CIOCOOHBI TOAMENbIBATh aKKayHThl M ToJIoca, CO3/aBasd
BUJIEOCOOOIIICHMSI, CTeHePHUPOBaHHBIE HMCKYCCTBEHHBIM HMHTEIUIEKTOM, OT HMMEHH
BalllUX 3HAKOMBIX M PYKOBOJUTENCH. 3a4acTyl0 MOIIEHHUKU HPeACTaBISIOTCS
COTpYIHUKAMU Pa3ju4HbIX CHYXO WIM TpeajararoT (UHAHCOBBIE BBIATPBILIU.
JlaHHBIA MOAXOA U3BECTEH KakK COIMaJIbHAs MHXKeHepHusi. BOT HeCKOJIbKO COBETOB,
KOTOpBIE [IOMOTYT BaM 3all[UTUTHCS OT MOIIEHHUKOB!

OyapTe OMUTENBHBI: €CI Pa3TOBOP KaXKETCS MMOJO3PUTENBHBIM, 3aBEPILINTE
€70 U [IEPe3BOHUTE B OpPraHU3alIMIo M0 O(hHUIIMaTbHEIM HOMEpaM;

MPOBEPsIiTE CIOCOO CBA3U: MOIIIEHHUKH YaCTO HCIOJB3YIOT MECCEHIKEDEI,
TOT/1a KaK HACTOsIIMe IIPECTaBUTENN He 3BoHAT uepe3 WhatsApp mnu Telegram;

He cooOIiaiiTe JIOTMHBI M IMApOJIK: YWTaiiTe Ha3HAYEHHWE CMC-KOZOB
U HE JIeJIUTEeCh OTBETaMU Ha KOHTPOJIbHBIE BOMPOCHI;

CleluTe 3a aKTyaJbHOCTBIO HOMepa: yOeauTech, 4TO HOMEp, K KOTOpOMY
IIPUBSA3aH aKKAyHT, aKTyaJieH;

UCTIOJNIB3YHTE CJIOXKHBIE MApOJId: MEHSHTEe WX PEryispHO M HOIKIIOUaiTe
IBYyX(aKTOpHYIO ayTeHTHDHKAIHIO;

MPOBEPSiTE agpec CTPaHHUIBl: yOeauTech, YTO CaliT — 3TO O(ULIMAIBHBIN
pecypc (Hanpumep, gosuslugi.ru).

TNocycimyru obecreunBaioT 3allUTy, HO 3JI0YMBIIUIEHHHK MOXKET ITOJIy4YHTh
JOCTYT TOJIBKO MpH Teperade BamMu HeoOX0UMBIX TaHHBIX. byibTe BHUMATEIbHBI
Y 3aIlIMIaiTe CBOU JaHHBIE.



Meprl no ob6ecneuennio GezonacHocTn HHpOPMALHH

XoTuM HanoMHUTh Bam o mpasuiiax kubep6e3onacHoCTH, KOTOPBIE TIOMOTYT
3aIMTUTh HaIlK JaHHble OT yrpos. Iloxanyiicta, 6yapTe 6OUTETHHB npu pabote
C dJIEKTPOHHOU To4TO#. BoT HMPOCTEIE PEKOMEH/IALMH TIO MPETOTBPAIIEHUIO YTPO3
6e3onacHOCTH HHDOpPMAITHH:

NpOBEpSWTE aapeca DIEKTPOHHON MOYTHI OTIPABUTENA, aXe eCId MM
COBITAJIAET C U3BECTHLIM KOHTAKTOM;

HE OTKPBIBAWTE IUCbMA ¥ YaThl OT HEM3BECTHBIX OTIPABUTENEN;

OCTOPOXKHO OTHOCHUTECH K ITUCbMaM C TIPU3LIBAMH K JIEUCTBHSIM WU TEeMaMu
o (pMHaHCaX ¥ yrpo3ax;

HE TEePEeXOJHUTe IO CCBHUIKAM B NMHUCHMAax, OCOOEHHO €CIH OHHM KOPOTKHE
WIH UCTIOJB3YIOT COKpaIaTeliy;

He OTKPBIBAHTE BIOXKEHHUSI C IOJI03PUTENBHBIMH PACHINPEHUsIMHE (.Zip, .S, .exe
U T. [.) U JOKyMEHTaMH C MaKpocaMu;

He TOJKIIOYaHTe HEM3BECTHbIE BHENIHME HOCUTeNlH WHMOpMAIUH
K KOMIIbIOTEpaMm;

WCTIONB3YHTe HaAeKHBIE [apONk, CO3[aBas WX C HECTAHIAPTHBIMU
KOMOUHAIIUSIMUA CHMBOJIOB.

IIpy nonyyeHuy IoRO3pUTENHHBIX MTHCEM 00paTUTE BHUMAHHUE!

3HAKOM J1d Bam oTmpaBuTeb;

npucyTcTBytoT 1 URL-cchlTKy;

€CTh JIH BIIOXKEHHE ¢ PACUIMPEHUSIMH .ZIp, .jS, .eXe;

TIPOCHT JIX (Daiiil BKJIFOUUTD OAEPIKKY MaKpOCOB.

Eciiit €CTh COMHEHHS ¥ XOTb YTO-TO B IIMCHME BBI3HIBAET Y BAC NOZI03pEHMUE,
TO BEJIMKA BEPOATHOCTb, UTO 3TO (DHUILILHT.



PexoMeHaalMHU 110 3a1HTE YUETHBIX 3anucei

Jlns Toro, uToObl 3alllUTUTh CBOM aKKayHT, COOJIOJaWTe CIEAyIOIIHe
PEKOMEHTAITMH:

co3faBaiiTe CIIOXKHBIE IIApOJM JUIMHOM He MeHee 12 CHMBOJIOB
¢ KoMOuHaiuen OykB, IUGP U CHEIUATEHBIX CHMBOJIOB;

n30eraiTe IpPOCTHIX U JIETKO YTabIBAEMBIX [1ApOJIEH;

He UCIOJIb3YHTe OJUH M TOT XK€ MapoJib IS Pa3HbIX YUETHBIX 3aIIMCEH;

peryisipHO MeHsANTe MNapoiud Kaxasle 3-6 MecslueB U OOHOBIIHTE HX
IpU NTOJO3PEHUH Ha YTEUKY;

UCIIONB3YyHTe HaJekKHBIC MEHEKephl Iapojedl Al HX XPaHEHHS
1 yIIpaBJICHNUS;

aKTUBHpPYHTE OBYX(haKkTOpHYIO ayTeHTHuKanuo (2FA) Ha BceX TOCTYIHBIX
wiaThopmax; ‘

OOHOBJIANTE TApONM NpPU CMEHE COTPYIHUKOB WIHM UX POJEH K CICIUTEe
3a ynpapleHUueM JTOCTYIIOM;

TIPU XpaHEHWH 11apoJisl Ha GU3MYECKOM HOCUTENE, yOeUTECh, YTO MECTO €T0
XpaHeHus abCcoI0THO 6e30MacHo.

C npomonuurenapHON wHOpMaIeld MO TeMe JIUYHOM HHMOPMAIMOHHON
6€e30MmacHOCTH, B TOM YHCIIE 110 CO3/IaHUI0 HaJeXKHbBIX maponei U 3(deKTuBHOMY
pacno3HaBaHWIO (QUINMHTA B MHTEPHETE, MOXXHO O3HAKOMHUTLCA Ha CIIEAYIOINUX
uH(POPMAIIMOHHBIX pecypcax:

pasmen «KubepbezomacHocTh — 3To mpocto!» Ha EnuHoMm nopTaie
rocyapCcTBEeHHEIX yeuyT — https://www.gosuslugi.ru/cybersecurity;

JIeHIMHTOBas cTpaHmIa B ceTH «MuTepHe™ — https:/kubep3ox.pd.






